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EPIS[II]E 0 —RED SITE

“ A young, brilliant
- engineeris sentto
~ Mars to build and run
- the IT infrastructure
. for humanity’s first ~
permanent colony %
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EPIS[IIJ D SITE

f R l_SUH_S_"'.';_b'lL_ M__RES A I/-RE];JER_ E W > ”livaui;f":-’ﬁ*
- DANAREED || CHIEF ARES || ROVER COMMANDER PHOBOS || THE STORM
' Brilliant new engineer. Veteran SRE mentor. ||| AlQOps assistant. The stakeholder. Mars itself.
| Great code, no ops Teaches through [||  Comic relief and Wants 100% uptime. Dust, delay, radiation.
! scars yet. war stories. glussary voice. th;giﬂ:f:" t
WHAT You' N
@5" MEASURE & || [® ] FAILURE & TO0LS & CULTURE &
PROMISE $_C RECOVERY PRACTICE PROCESS
SL, SLO, SLA, RPO, RTO, MTTR, Mommnme, e
ERROR BUDGET, MTBF, DR, OBSERVABILITY, SIEM,
POSTMORTEM,
RSL N+1, 2N QyIIPSICTARS DEFENSE IN DEPTH
ENGINEERING COMPLIANCE

- of infrastructure design:

THE BIG PICTURE

Every episode reveals another Iayer AT

| facrllty, hardware netwnrk

™

Every layer has its own
failure modes.

Every component will
eventually fail.

iry)

=._:'-=--g-—-

R 5. e TE
o 3 3 % s '

vl
-

—‘\

7 NEXT: PROLOGUE — THE 14 MINUTE TEY




EPISIMJE o YﬂU EAN_T PROMISE 100%

Welcome. =

I need 100% P27
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[EPISODE 1- YOU CAN'T PROMISE 100%
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EPISODE 2 — CONCRETE, COLD AIR & KILOWATTS

SITE IDEA NEXT TO THE HAB. m 2 CHIEF ARES VETOES.
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EPIS[II]E 2 — GONCRETE, COLD AIR & KIl[lWATTS

[ Part 2 of _} N e
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EPISUDE J - EVERYTHING FM[S Al.l THE TlME

sy A Part 1of 2 i
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EPISUBE 3 EVERYTHING FAILS, ALL THE TIME
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EPISUDEd THE ROADS BETWEEN MAEHINES
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MODULE
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TWO PATHS. MULTIPLE CHOICES. KEEP TRAFFIC FLOWING.
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Design for
failure.
e [xpect it.

WATER- A Survive it. 4

CONTROL

SYSTEM

——————— — —

P

LACP / BONDING

Bundle links.
More bandwidth.
No single link risk.

SELF-HEALING ROUTING
(OSPF / BGP)

Finds new routes automatically
when links fail.
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St
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AND T
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REDUNDANT - (2 080 = .Y (]
DNERSE. - T =0z G e o7
[ If one tunnel collapses, packets take the other tunnel — _iit_eraﬂ_v a e J
5. == %‘ = jf Wyl i [ RESILIENT NETWORKS
e TR iREKy 2 KEEP LIFE SUPPORT,
=i 2L / FLOWING.
THAT OUTLIVE = e :
THE UNEXPECTED. - : | THAT'S OUR JOB.
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EPISUIJE 4 - THE ROADS BETWEEN MACHINES

_ Part2of2
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MARS — LOCAL TRAFFIC

EARTH UPLINK

Cache what
you can.
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' © ke PR Can wai.
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s Vg ¢ </ HIGH LATENCY - BANDWIDTH LIMITED |~/ -
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4. SELF-HEALING NETWORKS. 5. THE BOTTOM LINE. 5k

When a path dies, routing chooses another.

We don't

panic. We

\/ DNS makes names mean something.
/ Load balancing spreads the pain,

| doesn't just

S connect us.

It keeps us

R alive.
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EPISODE 5 — THE CﬂlﬂNY RUNS FRI]M A GIT REPO

— —| Part'1 of3 )
1 s At % -.~,,.;" o One scientist. 48
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EPISODE 5 - THE COLONY RUNS FROM A GIT REPO

e ) ——— ! '
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SECURITY  LOAD | -
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Pipelines
i 2ren t.

¥ Protect the
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a I._

ERROR BUDGET: ‘ : g )] R seaniity
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el - v Smallertestsets T ErRor | €= “ ‘ % Wider test coverage /7 -
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= TR 00
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EPISI]IJE 5 THE COLONY RUNS FROM A GIT REPO

Just fl:';ed
jtself?

DINNER.

f Part 30f3 -
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1 (| GIT REPOSITORY FLUX CD  KUBERNETES CLUSTER | (s
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THE SUURCE & + Kiistomize * Q ; . rEﬁEl:tmﬂ.
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—~15— 0 \ J Reconcile ARES
SURVIVAL s Sy A g
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P L 1% from Git. e
; . § kubectl edit deployfapi .
BURREETED' ué repﬁfaz ﬁtjpa & ® Reconciles back
Fad ""jf;_ N S to desired state. replicas: 1 <y . i \
’ N S Rover .
\~ f.;;;': e J ' R
J. = s ‘} /N NODEFAILED | NODE REBUILT 2
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EPISODE 6 — DATA IS THE COLONY'S MEMORY

) Part 1of4
- DANA HITS A BAD SCRIPT. [ ] ﬂ ARES EXPLAINS THE FAILED

o & FIRST RESTORE ATTEMPT.
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T e — . datasgane' I |
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EPISODE 6 — DATA IS THE COLONY'S MEMORY

Not all data
lives the same
B life. Different
B storage for
S different jobs.

) THE STORAGE LANDSCAPE.

| Part 2 of 4 ]

THE STORAGE LANDSCAPE
CHOOSE THE RIGHT T0OL

FOR EACH JOB.

CEPH

ARRAYS TAPE

r—'!.hl..__L B LY E

Each has its AR
BN place. Together, UGS
theypmtect what ENT )

keeps this colony [l SSSESCINNE)
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—

e
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object /
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Baa‘anced access. Medium r:nst
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S
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EPISODE 6 — DATA IS THE COLONY'S MEM[IRY

| _Part30f4 |
[ BACKUP VS REPLICATION.

- LIVE COPY FOR AVAILABILITY POINT-IN-TIME COPY FOR RECOVERY
i 5 P‘?'s pr——
/8N (=) PROTECTS AGAINST @) PROTECTS AGAINST
> _X? HARDWARE/SITE FAILURE (@B | HUMAN ERROR, BUGS, MALICE
LR COPIES DELETIONS, ()
> CORRUPTION, RANSOMWARE FAST ) | CAN BE OFFLINE
Replication keeps @ ACCEPTS SOME DATA LOSS
you running. ») AND RESTORE TIME
It doesn’t save you
from yourself.

-

" |3} THE 3-2-1 RULE - MARS EDITION.

Different = | s /a

& RO failure modes RS [F?*‘"j
= g S need different T ‘ e
1 - tools. |
{_ == . 3 | 2 1

. : 7| COPIES | DIFFERENT OFFSITE

; fmmeuuvf\;'w I <ok 3 MEDIA COPY

e /i: ; SOVER One copy trickles to Earth over the uplink.

A

RPD RTO, RSL

RPO - RTO - RSL - .
HOW MUCH HOW LONG HOW MUCH SERVICE [~ ;,_
DATA LOSS DOWNTIME MUST STILL WORK =

| YOU CAN AFFORD. - | CAN LAST.

IN DEGRADED MODE.

| UUARTERL"{' EESTDRE DRILL

/| SELECT DATA SET

'] RESTORE TO ISOLATED ENVIRONMENT
/] VERIFY INTEGRITY

v nncumm RESULTS

50 TESTYOURBACKUPS. >~

b
)
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EPISODE 6 — DATA IS THE COLONY'S MEMORY

—> 00

--- sync replication

"B THE COST-TO- ZERD CURVE. [ Part 4 of 4 |

This is
the same

Zero data loss,

zero downtime,
zero degradation —
bring an infinite

+active-active DR &

S8 checkbook.
- as}'nn o " I — . i ._.-'.
replication

i‘"-PErindic AR T e
snapshots

-~ nightly tape , 7
. backup f N
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S

RPO / RTO APPROACHING ZERO
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the budget, and
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They’re how we {ﬁ.‘i{ FRIVF AT R r%:.-;
H ) T & —“.;"n‘.' 1 MU
stay alive. /AESNSS ;ﬁ: e fﬁ
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l
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(@) NEXT: SECURITY, MALICE, A

ND DEF



EPISODE 7~ THE WALLS HAVE LAYERS

DANA REED AND ROVER nchL Part 10f 4 T E
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EPISODE 7 - THE WALLS HAVE LAYERS

something you have g
or are. 3

| ACCESS DENIED)]

a stolen 7
password § ; DA N4
B hits a wall.

(_Part20f4 ) \
2FA / MFA EVERYWneke _ __
r: = b e . e e e ™~
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— ooo RS—— I f r
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know - it can be "y S . factor.
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AUTHORIZE
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necessary access
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at every step
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0 o6 TR AL Part 3 of 4 /ues \
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~ (BADIDEA | (GooD Inﬁmﬂm
: ;’f;;:ﬁ,’g" PASSWORD IN SCRIPT OR GIT FETCH FROM SECRET
; # connect.sh

? Ever. fir cm?ne.ct sh g SR L4 uaiihsgwﬂﬂmsfvault read -field=password

7 i t/data/db/

i g xpork. DB.. PASSHORD e DB_PAS;;EE; aEs/duiopy)
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e 2" < Wi
ffff git log "" >
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WIS SR Author: dama.reed ™ 450 APP/ I-# #
{ TRELIARILITY 'ﬁi&,ﬁﬁ \ - add connection script A SCRIPT SEgTS RETRIEVED

s - - update password AT RUNTIME
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L ST Scheduled.

@5

e
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Reviewed.
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Not chaotic. ,ﬁi f

TEST CHANGE DEPLOY  VERIFY *°~ T e
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The triangle Gy K WHY |T MATTERS B You can't fix — §
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A= SLOW ATTACKERS DOWN |~/ -
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C;‘;;;;};gg;% Sh PROTECTTHEDATA - - *. _ - ="
"”’}ff,-;}?i‘“" | [E= SuPPORT COMPLIANCE “ "ROVER =
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L But we ARE

A\ monitoring -

\ nal 3
SRE QAL - ) everything!
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EPISODE 8 — EYES EVERYWHERE [ Parriors]
MONITORING vs. OBSERVABILITY

MONITORING

Answers known questions.

Predefined checks & dashboards
for known failure modes.
;

“Is CPU > 90%7?"
Is the service up?”

"

e R =,
CPU MEMORY SERVICE
o S,
o €N &
62% 1% UP

v/ Predefined checks

v Dashboards

v Alert on thresholds
v Known failure modes

@ GOOD FOR FAST DETECTION

You need both.

J

OBSERVABILITY

Answers unknown questions.

Rich telemetry you can slice,
correlate & explore.

f “Why is Module C slowlyj
leaking memory after
Tuesday’s deploy?”

L A

METRICS LOGS

TRACES
‘}_R._‘_;"'_ —_—
Tt ry

g, p—o-o

8
;

-

——
W ——
i —

Collect everything

Correlate across signals
Siice * Correlate « Explore
Find unknown issues

| KNS K

Q GOOD FOR FAST DIAGNOSIS

o —

. w7,

—

YOU NEED BOTH:

MONITORING tells you that something is wrong.
OBSERVABILITY lets you find out why. 5,

-~

r-l

.-_ - '!‘
1%
: =

. - B &
e
w—, e

You're monitoring

the questions you

thought to askin P
advance.

ASK NEW ONES.

That's how you
see the truth.



EPISODE 8 — EYES EVERYWHERE (rr2or 4]
ALERTING PHILOSOPHY

Page on user-impacting symptoms and SLO burn, not on every hiccup.

PAGE (WAKE SOMEONE UP) TICKET (CREATE A TASK)
(=) User-impacting issues P {&} Resource trending
| 5 i -\“\
/. SLO burn rate high  ~ é( > {5 Single test failure

3,3 Service unavailable Hifi__*]‘.‘ {'E} Low-severity errors
') Data loss risk SLO BURN J % Expected noise
g : )

ALERT FATIGUE IS DANGEROUS.

& 47 | )

PAGES | AW
LAST NIGHT 1800  o00:00  06:00 =7 J\\ SRE

REMEMBER:

Q) Too many pages = soon zero get taken seriously.

@ Page on symptoms and SLO burn.

E:‘: Ticket the rest. save sleep...

and save
=z*  Noise today, blindness tomorrow. missions.
[

| — — —



EPISODE 8 — EYES EVERYWHERE | Perrsore)
ON-CALL » TRIAGE » ESCALATION

A system, not a punishment.

( ) - \ (
(1) ON-CALL ( (2] TRIAGE (3] ESCALATION
= (WHEN PAGED) (CAN'T MITIGATE IN N MIN?)
~ Humane rotations |
o ( ® Whatsthe | || Primary On-Cal ol
/. Hand-offs /@ USER IMPACT? (You) ,
3 <3 5

E Runbooks ready What's the | Secondary On-Call @ S min
i _ /N severmys (Backup) i
Comp time earned 3 J 3 H

. E= = | Specialist @ 10 mi
On-call is a system. Mitigate first, . Lol
Healthy people { diagnose later. B S |
run healthy systems. N ’ -1 3

STOP THE BLEEDING, o bk /1\
s THEN FIND THE WOUND. (IC)

G’@?E ESCALATING LATE IS A BIGGER FAILURE
D THAN ESCALATING WRONG.

p - -

: RUNBOOKS AREN’T SUGGESTIONS.
| THEY'RE MEMORY FOR 3 A.M. YOU.
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EPISODE 8 — EYES EVERYWHERE EID

TOIL: THE SILENT KILLER

Repetitive. Manual. Boring.

Measure it.
Automate it.
Eliminate it.

MONITOR THE MONITORS

Who watches the watchmen?

+ Check metrics pipeline . |
v Check log pipeline
v Check alert pipeline
v Synthetic checks

—

METRICS

P (:

o

What's happening?

FIRST NIGHT ON-CALL...

Half-asleep.

Too many pages. §
Escalated the

wrong thing to
Ares at 04:00.

Wﬁat happenr::d?

THE THREE PILLARS OF OBSERVABILITY
LOGS

TRACES
6——0
oﬁ\g"" \D

=

s

Why did it happen?

You'll learn.
We all did.

The system
makes you

| WHAT DANA DIDN'T KNOW:

A WALL OF SCREENS GOES RED.

A DUST STORM — THE BIGGEST IN A DECADE — IS COMING. =, 2% - -

EVERYTHING SO FAR WAS REHEARSAL.

>
- ' il

SE——— r
v 3 F -- -




EFIS[II]EB THE STORM, PART I: INCIDENT!

[ Fq —[ ; b
1 4 Part °f3 SOLAR OUTPUT | [ COMMS MAST | .
COLLAPSE || FAILURE Multiple
THE STURM (\5 4 12 | s;;sftems down. B
. Col A arms are
HITS Mﬂ’ ' 1\: ' X DoWN cascading.
= G ; . i —: e
=S S5 Ped HVAC INTAKE DATACENTERTEMP | /=~ .0
A R OUST DETECTED. cumeing | [N_n [
= = CAE 38°C | o= air
RS — NTAKE 3 : RSNG| £ hover ™ 7
B [ A ALARMS cascnumﬁ /\] 3
& A A 0

-

2 T e - ST INCIDENT COMMAND STRUCTURE
J‘ B incident. Roles |2 \ - \
US| now. Ego later. INCIDENT opsLEAD | [ coMMs LEAD SCRIBE
DEELARE ;\I ' 'j -~ COMMANDER PERa, L=
THEINCII]ENT N om QSIS
__, > P T LS5 UPDATES R
e\ o Vo COMMANDER | | (7 “poye 7 -
AW CoMEE R PHOBOS & Sy
AN RN CHIER R ARES ﬂﬂﬂﬂ THE COLONY ROVER
' \ ARES W\ : e Decides. Executes. Shares what's right. Logs decisions.
' ' Communicates. Coordinates. No surprises. Tracks actions.
¢ Owns the call. ) \hﬁ’eeps systems up. ) | ) | Preserves truth. |
s e == s ; :
3 m:._--_-._-m Crechanrel N INCIDENT CHANNEL: #INCIDENT-01
ne truth. r
Zero duplicate | DECISIONS ACT_II?IH; STATUS TIMELINE (UTC)
SINGI_E SUUREE updates. (v Declare SEV-1 () Ops isolating intake @ N PROGRESS 14:02  Incident Declared
UF TR“TH . F= (& Isolate Intake 3 @) Comms on backup link @ N PROGRESS 14:04 Intake 3 lsolated
I.rf" ngn . (% Failover Comms (® Thermal scripts running | | @ COMPLETE 14:06 Backup Comms Up
e k@ Thmﬂieﬂurrfssenrr'ai (D User comms in progress | . IN PROGRESS J 08 User Notice Sent J|I
: EURHEHT STATUS STABILlZINﬁ | NEXT UFE].&T% MTS UTE
4, & rf_%«] WIDESPREAD USER IMPACT. [ PROCESS BEATS PANIC

v Follow the plan.

v/ Communicate clearly.
v Protect the mission.

v/ Take care of each other.

SEV-1 SEV-1 | =
 (CRITICAL). CRITIPAL

rd
5 I'm a Commander,

| can fix a cable
EVEN EUMMANDERS faster than you
GOTTA FOLLOW

THE RULES.

r:‘(}n

() ALL HANDS FOCUSED.

SEVERITY LEVEL: | MULTIPLE SYSTEMS AFFECTED. i

No, Commander,
you may not help
in the server
room.

Rules apply
to everyone.
Especially

. can say 'latency’
\= 2 Let me in.
.'" ﬁ'aﬂ -e..—)-/ . . o N

'r.-f

Commanders.

1 F. KU m'}s H‘*””’N!“ ‘Al *F

sy
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_ r.fi'artZr,lf.‘:“’1 .
2 ] e riage first.
1 TRIAGE FLOW Porfactly
-1 = e . il 1?‘ = ™ = B human.
TRIAGER . = = o [ usermpact? | [ seveRiTy? MITIGATE FIRST, iy
UNDER FIRE LT O . DIAGNOSE LATER :
S oVo ey T
Danaworks || /AN G0N = (MR (1)) » ) ™ @
through analert =" . . .- 1S R Are users How severe St -
: SURVIVALJ /== sl W - o : experiencin is it? abilize service.
flood using | e e okc? Diginafter. |,
Ep;soﬂe 8 7\ _- = 3 g % > _ D
discipline. ' ) T r Stop the bieedmg, then find the wuund
’ —— : R . =
. e |... | might G =SSNy Good call. F '
2 e | have escalated SERSSCHERON Thanks for “Escalating late \I
| \ oo early. SO, scaking up. . : -
ESCALATl[]N N R SRR is a bigger failure |~
BETTER EARl.Y A o R L2702 @ than escalating |~
f 1 5|
THAN I-ATE- : [ '{:HJIE'F'IJ-' QH;\ e _g ::._ —_— _' by '_._.I
A junior tech- (ARES | \ S We build trust. J s A
fl"ea!f uﬂ' SSEE | | We own outcomes. 1 WROVER)f-ifis
Fes pach - | No blame. Just better. | '\
_them up. e o\ et geashins g B J
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3 RUNBOOK: STORM / HVAC CUMTAMIHATIGN A HVAC {:[]NT;IM[HMH]H SN Runbooks
e (7 — turn chaos
(%7) 1. CONFIRM ALERT & SCOPE IMPACT CTED - ; :
RUNBUUKS _ L%_ Identify affected zones and systems. @ ' i A DETE 2= into check-
| ({, 2. CONTAIN CONTAMINATION @ i - S g == boxes.
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CHAPTER.
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